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1 Ensure Confidential Data Stays that Way: Central E mail En-
cryption with iQ.Suite WebCrypt

In recent months, data glitches and large-scale data theft have hit both national and internation-
al headlines with alarming frequency. The consequences of losing data — by whatever means —
are shattering. Customers and business partners are not normally sympathetic. The worst case
is when confidential information falls into the wrong hands.

Data spies also have their sights set on the very popular and well-established email communi-
cations channel. This is no great surprise. It has never been easier for criminals to spy on com-
munications passing between third parties. This is made possible by the very nature of the In-
ternet communication channel. Electronic messages can be intercepted, tampered with during
transmission from mail server to mail server and ultimately read unnoticed.

In view of these latest developments, the confidentiality, integrity and authenticity of information
that is communicated via email plays an increasingly critical role in business email communica-
tions. In order to satisfy these requirements — not least in the interest of commerce itself — email
encryption solutions are now a must have in the business world.

1.1 Complexity as a Challenge

However, companies planning to use encryption to protect their email communications find
themselves facing a very complex issue. It starts with the choice of encryption method: PGP,
GnuPG or S/Mime? This is a good question, since, after all, encrypting electronic correspon-
dence normally requires both parties — i.e. sender and recipient — to use the same system.
However, this cannot always be achieved. In direct communications with end-customers, espe-
cially, it is hard or even impossible to get one of these systems established.

1.2 The New Generation: Web -based and E fficient

New solutions open up alternative ways of addressing the subject of email encryption. GROUP
Technologies offers one such solution in iQ.Suite WebCrypt: web-based and implementable at
a central location, it allows enterprises to exchange encrypted emails with business partners
and customers who do not have their own encryption solutions. This ensures reliable data pro-
tection during the transmission of sensitive content even in such scenarios. The solution runs
with both Lotus Domino and Microsoft Exchange/SMTP.
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Fig. 1: iQ.Suite WebCrypt infrastructure
How our innovative encryption solution works:

1. Senders dispatch the email to be encrypted to their communication partner in the usual
way.

2. The generated WebCrypt message is delivered to the recipient as an encrypted HTML
attachment to a standard email.

3. Recipients then use the web links they find in the readable part of the mail to go to the
HTTPS-protected WebCrypt Internet portal, where they log in with their email address
and the password they received in a separate mail.

4. Following automatic upload with the recipient’s personal key, the encrypted attachment
is decrypted and displayed.

5. Recipients now have the choice of answering the mail in secure mode (encrypted) on
the WebCrypt Internet portal or of saving it to their local computer without encryption.

The WebCrypt server, an extension to the mail server (Lotus Domino, Microsoft Ex-
change/SMTP), assumes responsibility for encrypting and decrypting emails and is always con-
nected to the sender's communication solution. A secure HTTPS connection is used to protect
communications between recipients and the WebCrypt system. A certificate from an official trust
centre should be used for this connection so that communication partners are not bombarded
with security warnings by their browser/email client.
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iQ.Suite WebCrypt offers recipients the additional option of sending secure replies to encrypted
emails. The electronic messages are not permanently stored on the WebCrypt server but simply
displayed there. The actual contents always remain with the customer or his communication
partner, i.e. the recipient of the encrypted email. So using the solution does not involve an addi-
tional storage obligation (compliance). The bottom line for senders of encrypted mails is that
they can communicate securely without the need for the recipient to install any additional hard-
ware or software.

2 iIQ.Suite WebCrypt in U se

The scenario described under 2.1 focuses on the safe and easy exchange of confidential infor-
mation via email in the finance sector. It does not require any software or hardware to be in-
stalled at the recipient end. The solution can be implemented in the enterprise IT or hosted at
an external data centre.

The great flexibility of iQ.Suite WebCrypt allows it to be used in numerous other scenarios:
Tourism: sending booking documents, bills, vouchers, eTickets
Public sector: sending documents such as notice of pension via email
Online shops: sending bills, delivery advice, license keys

Healthcare: communication between hospital and general practitioners as well as be-
tween medical associations and doctors

Pharmaceutical industry: exchange with external research partners and laboratories
Automotive: communication with suppliers and engineer offices
Energy providers and telecommunications: sending bills

etc.
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2.1 Example 1 :Customer Service sends first WebCrypt E mail

The iQ.Suite on the bank’s mail server has implemented a job that encrypts a customer service
officer’'s emails with WebCrypt and delivers them to the addressee as an email with an en-
crypted attachment. The attachment is always named secure.htm.

For emails to be encrypted their subject line must always contain a character string such as
“WebCrypt”. Alternatively, the bankers’ mail template can have the “Encrypt with WebCrypt” op-
tion added to make encryption on the client easier.

If the addressee does not have a user account on the WebCrypt server, a new symmetric key
and a password are generated automatically for the recipient's address. The password and
email address are sent to the customer service via email.

This email containing login data is only generated for an email address when WebCrypt is used
for the first time.
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Fig. 2: iQ.Suite WebCrypt user management

The customer service passes on the login data to the customer. Alternatively, the customer will
receive this information through the post. Customers can be advised by the WebCrypt configu-
ration to choose a new password after their initial login.
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2.2 Exampl e 2: Customer answers WebCrypt E mail

Once customers have authenticated successfully and read their email they can reply to the cus-
tomer service directly from the WebCrypt interface. These mails are also transmitted over a se-
cure connection (SSL, TLS).
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Fig. 3: User interface

2.3 Example 3: Customer has forgotten the P assword

a. If the customer is able to answer the confidential question that can be assigned indivi-
dually, the browser displays a newly generated password.

b. Ifthe customer has forgotten the answer to the confidential question, the WebCrypt ad-
ministrator must reset the password on the web frontend. The customer is then auto-
matically sent his new login data via email.
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2.4 Example 4: The Customer has a new E mail Address

When the customer service sends a WebCrypt-encrypted email to the new address for the first
time, new access data is automatically generated for the customer.

General note: To use a WebCrypt server, the selected domain/server name must never be
changed since it is stored in the encrypted attachments. If this does happen, encrypted emails
from customers will not reach the server. It is therefore advisable for the bank to be the owner of
the WebCrypt domain address. If the domain changes for organisational reasons, the company
must ensure that the old domain name references the new domain name. The alternative is to
retain the old name.

3 Concl usion

Only an efficient email encryption solution provides the security needed for electronic corres-
pondence. iQ.Suite WebCrypt offers secure and easy communication of confidential content for
scenarios where recipients do not have a suitable encryption solution. The flexible web frontend
makes for speedy rollout and its look and content can be customised to comply with the cus-
tomer’s wishes.

3.1 The Main A dvantages
Protection of intellectual property plus highly efficient communication
Secure and confidential email correspondence without PGP, S/Mime or PKI structures
Your communication partners need not install any additional hardware or software
Central, integrated and automated user management
Scalable and flexible architecture

Customisable to match corporate design

3.2 The T echnology
WebCrypt server
Linux
Apache Web Server
MySQL database (alternative: Oracle, MS SQL, Postgres)
Supports load balancing
Encryption method

Blowfish algorithm
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3.3 The Functions

General
Web portal
Secure login
Protected connection

Administrator
Basic settings (network, load balancing, etc.)
User management (reset password, deactivate/delete user, etc.)
Interface configuration (corporate identity)
Email configuration (size limits, etc.)
Monitoring

Users
Decryption
Download content and local archive
Secure reply
Profile information (last login, account validity, etc.)

Change password and language
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4 About GROUP Business Software

GROUP Business Software is the leading provider of IBM Lotus based solutions and services in
the fields of Email Management and Archiving, Cloud Computing, CRM, Corporate Compliance
and Administration. The GROUP business units offer "Collaborative Business Solutions" to sup-
port companies and end users in their daily work and to simplify business processes.

While competitors only offer partial solutions for collaborative systems, GROUP provides a
comprehensive and harmonized solution portfolio which includes all areas of collaboration. By
integrating GROUP solutions in business processes, companies and organizations achieve their
goals easier, faster and more efficiently.

Competencies

Central: GROUP solutions make it possible to manage and control business-critical process
from a central location, thus relieving both administrative staff and end users in their daily work.
With all users included on a company-wide basis using a server-based system, all of their oper-
ations can be controlled and managed from a central interface.

Uncomplicated: GROUP solutions feature outstanding usability and unmatched efficiency.
While reducing the necessary user interaction to a bare minimum, the server-based solutions
provide intelligent automatisms that contribute to increasing productivity and cost-effectiveness.

Compliant: Centrally defined processes ensure compliance with corporate policies and statuto-
ry requirements. Intuitive configuration options allow to flexibly adapt the solutions used to spe-
cific market requirements, corporate specifications or new laws.

Customers

GROUP is based in Europe and the USA. Companies worldwide rely on GROUP solutions for
the security, organization and efficiency of their systems. GROUP customers include well-
known companies from all over the world, such as Deutsche Bank, Ernst & Young, Honda, Hei-
neken, Allianz and Miele.

For further information please visit www.gbs.com
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Our product descriptions are of a general and descriptive nature only. They do not stipulate any
specific features nor do they represent any form of warranty or guarantee. We reserve the right
to change the specifications and design of our products without notice at any time, in particular
in order to keep abreast of technical developments. The information contained in this document
presents the topics from the viewpoint of GROUP Business Software AG at the time of publish-
ing. Since GROUP Business Software AG needs to be able to react to changing market re-
quirements, this is not an obligation for GROUP Business Software AG and GROUP cannot
guarantee that the information presented in it is accurate after the publication date. This docu-
ment is intended for information purposes only. GROUP Business Software AG does not extend
warranty for this document, in either explicit or implied form. This also applies to quality, execu-
tion, standard commercial practice or suitability for a particular purpose. All the product and
company names that appear in this document may be trademarks of their respective owners.

GROUP Business Software AG GROUP Business Software Corporation
MesseTurm 40 Wall Street, 33rd Floor

60308 Frankfurt / Germany New York, NY 10005 / USA

Phone: +49 69 789 8819-0 Phone: +1 212 995-2900

Fax: +4969 789 8819-99 Fax: +1212995-2206

GROUP Business Software AG GROUP Business Software (UK) Ltd.
Ottostrasse 4 3 More London Riverside

76227 Karlsruhe / Germany London SE1 2RE / UK

Phone: +49 721 4901-0 Phone: +44 207 206 0001

Fax: +497214901-199

info@gbs.com B RD l I P
www.gbs.com
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