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guarantee for this documentation. This includes its quality, layout,
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change the specifications and design of our products without prior notice.

GROUP Technologies AG www.group-technologies.com Page 1




tech®doc EI

Contents
1 Introduction .....ccciceiiiiinirs s r s r e nn s s nannannn n nnmn 3
2 Installation.....ccceecssmsssnsns s s s s a s s annannnnnnnnnnnmn i nn 3
2.1 PreCONGItIONS .....uuiiiiiiit s 3
2.2 Performing the InStallation ............coovvviiiiiiiie e 3
2.2.1 XDBIOCK ANAIYZET ... .uiiiii et e e e e e eeeeees 3
2.2.2 Microsoft XML Parser 4.0........cccceiiiiiiiiiiiiieiieee e 5
2.2.3 MS OffiCE i aaeaee 6
3 Configuration .....ceeeiesissssses s s s s annan s s nnnnnnnmnmn 6
3.1 Configuring XbIock ANalyzer ..o 6
3.2 Wall JOD AGVANCED .......cooiiiiiiiieiii e 10

GROUP Technologies AG www.group-technologies.com Page 2




tech®doc E

1 Introduction

This document describes how to install the Xblock Picture Analyzer for Windows NT.
It covers its installation in an existing system and its configuration.

It is assumed that the reader is familiar with iQ.Suite and its basic operation.

2 Installation

2.1 Preconditions

Operating system:
Windows 2000 Professional or Windows 2000 Server

iQ.Suite:
From5.2/6.2

Additional software:
Microsoft MSXML4
Microsoft Office 2000

Licenses:
securiQ.Wall
CAL (Cobion)

Provided the required components are being installed for the first time, the installation can be
performed fully with the Domino server in operation.

2.2 Performing the Installation

2.2.1 Xblock Analyzer

1. Copy the xblock.zip file to the PC on which the Domino server and iQ.Suite are already
installed and working.

2. Unpack the contents of the file into the xblock subdirectory of the grptools directory in
the Notes data folder.

3. Run the Activation.exe program to enter the CAL license:
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Startup dialog:
%% Orange Box - Activation i [l B

% Installed Orange Boxes

F'ru:u:luu:tNameI Serial Mumber I Activation 5. I

Delete

Edit ...

Cloze

f

Click Add.

4. In the next dialog, enter the following text string in the Serial Number field:
CAL_TST0305312C2
% Orange Box - Activation -0l x|

Orange Box - Activation Information

Serial Mumber | Update |
Hardware Ky | Copy |

Activation Key Update

Statuz -

Enter the serial number here.
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The completed dialog:
%% Orange Box - Activation -0l x|

x

Orange Box - Activation Information

|I:&L_TST 0305312C2 Lpdate
& DD A1 0F 01 C20DE 7E 15 EA CF DE 4B

Senal Mumber
Copy

Hardware ey

Activation ey I Update

Statuz

 fkl

Cloze

When you close the input dialog and the program, the license key should be entered correctly.

This license terminates on May 31, 2003. To renew your license, contact GROUP Sales.

2.2.2 Microsoft XML Parser 4.0

Check whether the Microsoft XML APl is installed on your PC. To do this, look for the file
MSXML4.DLL in the system32 directory. If it exists, the XML API is installed.

If you can not find this file, install MSXML 4.0. The required installation package is included in
xblock.zip and should therefore have been added to the xblock directory. Double-click the
msxml.msi file to start the installation. The following dialog appears:
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{iE M5XML 4.0 SPZ Parser and SDE Setup T |

Welcome to the MSXML 4.0 SP2
Parser and SDK Setup Wizard

The Setyp Wizard will install M3xML 4.0 SPZ Parser and SDK
on yaur computer, Click Mext to continue or Cancel ko exit
the Setup Wizard.

Mexk = I Cancel I

Carry out a standard installation. You can perform this installation with the Domino server running
and you do not have to restart your PC after the installation.

2.2.3 MS Office

The Xblock Analyzer currently requires an installed version of Microsoft Office, in particular Word,
Excel and PowerPoint.

Xblock does not work without these products.

3 Configuration

Once you have installed the files and entered the demo license, you can configure the Analyzer in
iQ.Suite. This is done in two steps: configuring the Xblock Analyzer and configuring the actual
analyze job using a Wall Advanced job.

3.1 Configuring Xblock Analyzer

Open the iQ.Suite start page.

Note: The following examples show iQ.Suite 7; the procedure is the same for the older versions
from 5.2/6.2. You can ignore any additional new fields for the old versions.
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| Group Configuration ﬂ

O Shite securiQ organiziQ

Help | Print| Language | Serwver |

FOR DOMING 3

Die Q. 5uite besteht aus den Produktlinien securiG

und ist fiir die filhrenden Plattformen Lotus Dormino

Das umfassende Sicherheitspaket schitzt Sie zuva
m gefihrlichen Viren aller Art,

B unenrwinschten Werbemails und Spam,

T P P S i cae e B Aol

Under securiQ, select .Wall and open the Xblock Analyzer view. You get the following view (in
5.2/6.2 you get a similar view but open .Wall directly):

iQ Suite securiQ organiziQ
MWhatchdog MWall Lrypt

Help| Print| Collapse| Expand| Activate |

Mame 4  Domino 05

* Achive
Whiock CAL Windoses (MT200004P
k Mot active
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Now create a new document for the Xblock Analyzer and enter the information shown in the

illustrations in the new document.

"Xblock CAL'
Utilities Analyzer

Bazics l Setlingz l Advanced l kdizec. l Comments

Mame *¥hlock CAL
Status (@ Aktiv O Nicht aktiv
Liurft auf {1 Alle Dateien & Ausgewihlte Dateien
Fingerprint
Mindestens ein Eintrag in der Liste: GIF
GIF - MARME
JPZ - FILE=
Pcx
TIF - IMAGES

WIN ICONS (1C0)
WINDOWS OR OS/2 BITMAP (BIMP)

Important: Select the image formats defined in the fingerprints.

"Xblock CAL'
Utilities Analyzer

Baszics l Settings l Advanced l dizc. l Comments

Pfad zur DLL Fewecdirz\sblock\ntk_cobidl

Parametername | Parameterwerte
DIl Data_Path | Zexecdirzxblock,

Important: The path to the DLL must be entered twice here. Wall replaces the %execdir% wildcard
with the iQ.Suite program path (e.g. c:\lotus\domino\data\grptools).
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"Xblock CAL'
Utilities Analyzer

Bazics l Settings l Advanced l iz, l Comments

Lauft auf WWindows [NT /20005

Important: The operating system must be set correctly. This version of Xblock Analyzers is
currently available only for Windows.

"Xblock CAL'

Utilities Analyzer

Basicz l Settings l Advanced l hliz i, l Comments

Modus ® xblock Bildanalyse
C Textanalyse
) Tewttraining

Wategorien aus Wiortlizten ® rein
C Ja

PORM
WIGE
PHOTO
PORTRAIT

Urterstitzie Kategarien

Important: The mode must be set to Xblock image analysis. The Categories from dictionaries
and Supported categories fields exist only in iQ.Suite version 7.
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3.2 Wall Job Advanced

Now create a .Wall Job Advanced.

1. Inthe iQ.Suite database, select the Mail —> All Jobs view.
2. Click New.
3. Select .Wall Mail Job Advanced.
' Wall 10 Suite securiQ Erganiziq _ﬁ’nanag__id
| rnnne MWatchdog  Wall .Crypt .Safe .Trailer
Mail Help | Print| Wiew| Collapse | Expand | Activate | Deactivate | New |~
"
ﬂ_ht Jobs Prio 2 Module 4 JobHame Jall Mail Job
= Auswahlregeln ALt weall Mail Job Advanced
000 securiGiyall Hhlock (InetSender)
= Datenbank F Hot active
m Alle Jobs
= Auswahlregein.
= Job Protokoll
4. Give the new job a name and specify the conditions under which it is to run.
"Xblock'
securiCt.Wall Mail Job Advanced
Xblock Bildanalyse
Bazic: | Operations l hize. l Comments
Jobname Thlock
Status @ aktiv O picht aktiv
Prioritét Tq000
Lauft auf T Alle Mails (O] Ausgewihite Mails
Abhangigkeit vom Anhang ® 2l ) Mur mit Anhang ) Mur
Abhangigkeit von positiven Regeln @ alle weahr ) Mindestens eine wahr
T netSender =]
Abhangigkeit won negierten Regeln ® Alle talzch O Mindestens eine falzch
"
Zuzammentassung der Auswahlregeln (InetSender)
In our example, the Xblock job checks every message received from the Internet. Set
the job Active.
5.  Now, under Operations, set the parameters for the actual checking.
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"Xblock'

securiCt.Wall Mail Job Advanced
Xblock Bildanalyse

Bazics l Operations ] Pdisc. l Cormments

Modus @ .Xblock Bildanalyse
O Textanalyse
Analyzer Fhlock CAL
Entpacker
Analyziere Elemente x Anhange
X Inline-Bilder

Kategorien

Schwellwerte fiir Kategorien

PORR
WISE
PHOTO
PORTRAIT

20
a0
a0
a0

Use the Xblock Analyzer Xblock CAL that you have configured earlier.

Then enter the denied categories and their threshold values.

The available categories are
PORN
WGE
PHOTO
PORTRAIT (from iQ.Suite 7)

The possible threshold values range from 1 to 100. A threshold value of 50 is usually
best. Other threshold values may be better suited to your environment: if the number of

false alarms is too high, increase the threshold value; if many images in the denied

categories are not detected, reduce the threshold value.

The general rule is:

low threshold value = higher number of false positives;
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high threshold value - higher number of false negatives.

Finally, define the desired alarm actions. Initially, it is advisable not to notify the sender
or the recipient and not to delete messages straight away. Instead, send a notification to
the administrator and place the document into quarantine until you are sure that the
chosen setting is suitable for your environment.

Having made all required settings, test the system.

If you have any further questions, please contact our support.
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